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Legal Note National Survey on Research Integrity  

 

1. Introduction  

A group of researchers (hereinafter: the consortium)1 will organise a national 
survey on research integrity or more concretely on detrimental research prac-
tices (DRP’s) in the Netherlands (hereinafter: the Project). The Project is funded 
by ZonMw (grant 445004002)  

Insofar as relevant here, the Project consists of the following phases: 

a. Extraction of the e-mail addresses of the target group2 by the research insti-
tutions concerned and sending those to the selected ‘trusted third party’ 
(hereinafter TTP); 

b. The TTP sends out to the target group an invitation by email to participate 
on behalf of the research institution; 

c. If the invitee responds to the mail , the invitee will be led to a page hosted 
by the TTP with further explanation and after giving consent, to a page, 
again hosted by the TTP, with the questionnaire; 

d. After filling in the questionnaire the answers will be anonymised and the TTP 
will send the resulting anonymised data  to the consortium; 

e. Analysis of those data  by the consortium and publication of the results; 
f. Extensive stakeholders consultation in order to translate the survey results 

into concrete action plans. 

This brief legal note describes the legal bases for the National Survey of Re-
search Integrity. The purpose of this description is to prevent discussion about 
the legal bases, especially concerning the data processing, and to facilitate 
standardised contractual arrangements between the various parties which will 
implement the Project.  

 

 

2. The data processing   

In general  

For the legal bases a distinction has to be made between the research institu-
tions and the consortium: 

The TTP will be processor in the sense of article 4.8 of the General Data Protec-
tion Regulation (GDPR) for each of them. 

Legal basis for the research institution: 

                                                      
1 Mainly consisting of Project leader, Project secretary  and her research assistant at the 
VUMC and the members of the Steering Committee composed of representatives of vari-
ous research institution inside and outside the Netherlands.  
2 Consisting of all relevant individuals who are involved in research at the institute: em-
ployees, former employees and those ‘admitted’ at the research institution on a research 
position, without being employed there, such a ‘buitenpromovendi’ with the minimum 
requirement of doing research 0.2 fte .  
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The selection of the e-mail addresses of eligible participants and sending them 
the invitation takes place on the basis of article 6.1.f GDPR.3 It is without doubt 
that to gain more insight in DRPs and to be involved in action plans how to the 
improve the situation, if the survey would result in such outcomes, is a legiti-
mate interest of the research institution. The Project cannot be executed with-
out using e-mails addresses and sending invitations. Hence the processing is 
necessary for a legitimate interest of the controller. Given the data safety and 
the nature of the data which are being processed in this stage, that interest is 
not overridden by the interests or fundamental rights and freedoms of the data 
subjects.  

 

Legal basis for the research consortium, represented by the VUmc: 

As long as the data are still identifiable, the legal basis is informed consent, 
hence article 6.1a GDPR and 9.2.a GDPR if also questions about health would 
be included in the questionnaire.  

The scheme for data processing has been added as Appendix 1 to this Note. 

The scheme shows that there is a phase where the answers are still identifiable. 
The IP address is temporarily saved in order to allow a break when filling in the 
questionnaire and to resume at a later moment. After the respondent has 
pushed the send button, the IP address must be deleted. The same applies if 
the respondent does not wish to continue with the questionnaire or after the 
preset timeout. 

 

The informed consent  

From a strict data protection point of view informed consent would only be 
necessary for the phase when the data are still identifiable. But obviously the 
potential respondent should also be informed about the nature of the research 
and what will happen to the data after filling in the questionnaire. 

It is suggested that the nature of the research is explained in the invitational 
mail. After reading that mail, the potential respondent can link to a ‘response 
page’.  

The suggested information on that response page is added here as Appendix 2. 
This might change after the pilot studies and because of the requirements of 
the TTP but the essence with the various options would be as described there. 

The anonymisation  

The research and the refined statistical methods used there, requires that ‘indi-
vidual level data’ (ILD) are being analysed.  

                                                      
3 It could be argued that 6.1.e provides a basis as well and hence should be preferred. 
Yet though all research institutions have ‘research’ as their remit based on public law, it 
can be doubted whether that involves research as in the Project. This certainly holds true 
for the UMCs . Additionally, in this case the research institution does not execute re-
search but contributes to it.  
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ILD have a higher risk of (re-)identification than aggregated data4 but can be 
anonymous data if: 

a. They are separated by a random number which does not allow ‘replay 
back’ to the original identifier of the respondent; 

b. The data under that number are not indirectly identifiable without (in 
short) using excessive means.   

 

Ad a: 

This has to be organised by the TTP. The random number might be generated 
when logging in to the questionnaire page or might be generated when the 
participant pushes the ‘send’ button. If the random number would be gener-
ated via an identifier of the participant, such as the e-mail address, this should 
be performed by a secure one-way hash of that identifier.  

 

Ad b: 

The latter should be organised in the questionnaire itself in connection with the 
expected number of respondents. With ‘without using excessive means’ refer-
ence is made to the Breyer decision of the European Court of Justice of October 
2018.5 At point 46 the Court stated that data can be considered anonymous if 
: …. identification (would be) practically impossible on account of the fact that 
it requires a disproportionate effort in terms of time, cost and man-power, so 
that the risk of identification appears in reality to be insignificant. 

Hence, the risk does not need to be absolutely zero. Though given under the 
predecessor of the GDPR, directive 95/47 EC, this decision is still valid as the 
definition of personal data did not materially change in the GDPR.  

 

Whether the anonymised ILD meet the Breyer test can only be decided when 
analysing the questionnaire in combination with the lowest expected number 
of participants. Given the fact it will not be asked at which research institution 
the participant is based and neither an indication of the region where the par-
ticipant lives, it can be assumed that ILD are indeed anonymous. 

 

The (possible) objection of ‘spontaneous recognition’  

Spontaneous recognition means that one recognises someone in a dataset by 
details which one knows about that person already. In this case that might be a 
widely published case of a DRP.  Spontaneous recognition can happen with the 
publication of case studies but is very unlikely with analysing large datasets by 
computational statistical methods . Additionally spontaneous recognition is 
only a problem if by that recognition one learns more the participant which 
one should not know. One knows name and B of someone already. In the da-
taset one sees B and D. The individual is recognised by B and one learns about 

                                                      
4 See also Recital 26 of the GDPR.  

5 Case C-582/14 Breyer v Bundesrepublik Deutschland (2016) ECLI:EU:2016:779 
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D as well which should not have been revealed. Given that only an already pub-
lished case of DRP could lead to such recognition, it is not reasonably likely that 
there will be ‘D’ attached to the data which should be hidden to the researcher 
of the dataset.  

 

Analysing on a secure platform 

Obviously the ILD received from the TTP should be analysed on a secure plat-
form. This is not different from any other research and will not be discussed 
further. 

 

Proportionality, data minimisation, article 89.1 

The Survey will only use a strict minimum of personal data, necessary to send 
invitations and to receive answers. Those personal data will only be e-mail ad-
dresses and IP addresses and both for a brief period. As soon as possible the 
data will be fully anonymised.  

The questions are based on the research methodology, personal details neces-
sary for statistical analyses about the context of experiences with DRPs are suffi-
ciently generic not to allow indirect re-identification.   

 

Selection of the TTP  

The TTP should be able to meet the highest security standards; have the neces-
sary certificates to show that (ISO 27001/2 and preferably SOC2) and have a 
proven track record in safe handling of web based questionnaires concerning 
sensitive issues. 

As mentioned, both the research institution and the VUmc (representing the re-
search consortium) should enter into a controller-processor agreement with the 
TTP. These two agreements may differ on minor points. The VUmc as repre-
sentative of the research consortium will enter into a ‘commission contract’ 
with the TTP to which the controller-processor agreement will refer. There will 
not be such a commission contract between the research institution and the 
TTP.  

It is customary to have an Appendix 1 in the controller-processor agreement 
which describes which data are processed for which purpose, the storage pe-
riod of those data, etc. That Appendix should be the same in both types of 
agreements as both types of processing are interlinked.  It is suggested that the 
scheme of Appendix 1 of this Note will be used after it has been finalised with 
the TTP..  

 

3. A DPIA  is not necessary  

The Project will invite a large number of respondents and the questionnaires 
will involve sensitive issues. Yet, it is submitted that the data processing for the 
Project does not require a separate data protection impact assessment (DPIA) in 
the sense of article 35 GDPR to be executed.  
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Given the nature, scope, context or purposes of the data processing for the 
Survey, as explained above, this processing is not likely to result in high risks for 
the data subjects (invitees and respondents) (article 36.1 GDPR). 

Section 3 of article 36 states when a DPIA is required. There could be some 
doubt whether part b of that section is applicable: processing on a large scale 
of special categories of personal data, such as about health.  

Even if there would be some questions about health in the questionnaire, this 
does not constitute processing on a large scale of such personal data as the 
data will be anonymised. The short window where the data are still indirectly 
identifiable will never concern all respondents but only those who are at that 
moment on the webpage busy filling in the questionnaire. Additionally, a hack 
on the system of the TTP during that window is extremely unlikely for a TTP 
whose core business is data safety and integrity.  

 

4. Other contractual arrangements  

The consortium of the Project is represented by the VUmc. The VUmc will enter 
in a ‘commission contract’ for the tasks of the TTP and will pay the TTP accord-
ing to that contract. 

The research institutions will not enter into such an agreement but can refer to 
the former agreement of the VUmc in their controller-processor agreements 
which have been mentioned in section 2. It should be noted that article 28 
GDPR requires a controller-processor agreement or another legal act to process 
personal data on behalf of the controller but does not require that there is a 
‘commission contract’ with the controller first.   

The UMC’s use the model controller-processor agreement of the BOZ (Dutch 
branch organisations in health care) and are extremely reluctant to deviate sub-
stantially from that model. With some adaptations, as the task of the TTP is not 
processing of health data for health care services by the controller, that model 
could be used for the controller –processor agreements of the Project as well. 
Also by the universities which as far as I know have not adopted a model.  

 

The main agreement will be between the VUmc and the research institutions. 
That collaboration agreement will lay down the main responsibilities of the re-
spective partners. In short: that the VUmc will execute the Project and that the 
research institutions will send the email addresses to the TTP and enter into a 
controller-processor agreement with that TTP.  

In an ideal world there would be one agreement between the VUmc on the 
one hand and all the research institutions on the other hand. Yet, then all the 
latter should agree on one text and that might prove to be a time consuming 
logistical hurdle.  

The obvious alternative is that there is one model text and that VUmc can ne-
gotiate one by one with each research institution smaller deviations of that 
text. Those changes can only be minor. This is a national Project which has to 
be executed in an uniform way. 
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The agreement itself should be lean and refer to appendices as much as possi-
ble. The following are suggested: 

1) The Project plan. This can also be a reference to the site where it is 
published; 

2) Appendix 1 in this note, once finalised. As seen this will also be Appen-
dix 1 in the controller-processor agreement but also an appendix to the 
collaboration agreement. It is the link pin which guarantees uniform 
execution of the Project.  

3) A description of the in- and exclusion criteria for selection of the e-mail 
adresses. 

4) A model for the invitational mail by the research institution. 
5) The model model controller-processor agreement between research in-

stitution and the TTP. The TTP will require some uniformity in order to 
enter into the commission contract with the VUmc. However, experi-
ences with the BOZ model have shown that often lawyers at institutes 
who are member of the branch organisation, still want to change 
something. That should be possible as long as the essence remains the 
same and does not impose responsibilities on the TTP which were not 
foreseen in the ‘commission contract’. And as said, Appendix 1, once 
final, cannot be changed.  

 

5. Conclusions   

The discussion in section 2 showed that the data processing for the Project is 
compliant with the GDPR. The discussion in section 3 showed that a separate 
DPIA is not necessary (or, if one would prefer, that section could be read a 
mini-DPIA)  

The contractual framework to execute the research is fairly simple: 

1. A commission contract between the VUmc and the TTP; 
2. A collaboration agreement between the VUmc and each research institu-

tion; 
3. A controller-processor agreement between the VUmc and the TTP; 
4. A controller-processor agreement between each research institution and 

the TTP. 

The agreements 2, 3 and 4 should be based on shared models. The Appendix 1 
to this note is the link pin in all three.  

 

14-2-2019 

Evert-Ben van Veen Ll.LM.  
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Appendix 1  

 

Scheme of data processing Project National Survey on Research In-
tegrity  
 

In red: personal data for which the University/UMC is the controller. 

In blue: personal data for which the research consortium (represented by the VUmc) is the 
controller. 

(at this stage the handling of e-mail and IP addresses is provisional, reflecting my idea of how 
this issue could be handled. The discussions with the TTP will sort this out)  

 

Who  
What What What What What  

Research in-
stitution   

Sends e mail 
addresses 
and names 
of eligible 
subjects to 
processor 

    

Processor/TTP  
 Sends invita-

tions and re-
minders  

E mail ad-
dress will be 
deleted as 
soon as 
subject has 
notified as 
not wanting 
to partici-
pate   or 
does not 
answer af-
ter a second 
reminder  

Receives an-
swers to ques-
tionnaire on se-
cure platform. 
 

Assings an 
unique 
number to 
the 
participant  

As soon as 
subject has 
pushed on 
the send but-
ton the E mail 
address will 
be deleted (or 
hashed into 
an unique 
random num-
ber and after 
that deleted)  

If the subject 
does not push 

Sends an-
swers under 
the one way 
hash to the 
research 
consortium 6 

 

                                                      
6 Obviously respondents will not be indirectly identifiable.  
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on send but-
ton , the mail 
address will 
be deleted to-
gether with 
the IP adress 
under the fol-
lowing cir-
cumstances. 

 

IP address will 
be deleted as 
soon as subject 
has pushed the 
send button or  
closes the link 
without press-
ing on the pop 
up ‘do you 
want to con-
tinue at a later 
moment’  or af-
ter non-activity 
of more than 
….. still to be 
decided …. 
minutes  

 

 

Research 
consortium  

   Analyses the 
answers  

Publishes re-
sults  

Legal basis  
     

contractual 
Collaboration 
agreement 
between 
VUmc and 
research in-
stitution 

Commission 
contract be-
tween VUmc 
and proces-
sor and con-
troller-proces-
sor agree-
ment be-
tween  re-
search institu-
tion and pro-
cessor  

Commission 
contract be-
tween VUMC 
and processor 
and controller-
processor 
agreement be-
tween  VUmc 
and processor 

Agreement 
between 
VUmc and 
research in-
stitution 

Agreement 
between 
VUmc and 
research in-
stitution 

GDPR legal 
ground  

Article 6.1.f Article 6.1.f., 
article 28 

Article 6.1.a, 
9.2.a , article 28 

Not applica-
ble 

Not applica-
ble  
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Appendix 2 draft of the response page, may be amended in the discussions with the TTP 
or after comments by the review board  

 

Many thanks that you are in principle willing to participate in the National Survey on Re-
search Integrity. Before continuing we would like you to read the following, in addition 
to the email by which you were invited. 

 

You will find three options here.  

Option 1 will bring you to the questionnaire. Filling in the questionnaire will cost about 
……. minutes. Please note that due to the anonymous nature of the survey, you cannot 
review or delete your answers once the send button is pressed. Your E mail address and 
IP address will be deleted then and your answers will be send under an unique random 
number . Until then the identifiers will be kept in the event you decide to stop the survey 
temporarily  and resume later. However, only for …….(time still to be decided) from the 
time you started the survey. After that interval the identifiers will deleted as well and the 
questionnaire is deemed to be unanswered.  

The same happens if when answering the survey, you press ‘I don’t want to continue’.  

 

Option 2 will bring you a very brief questionnaire by which we hope to learn more about 
why you will not participate and the characteristics of ‘non-responders’ for our statistical 
analyses. Your Email address and IP address will not be stored after answering. 

With option 3 you can decline to participate.  

If within ……. after visiting this page you haven’t done anything, your email address and 
IP address be deleted and you are deemed not to agree to participate in the survey.  

 

1. I have read the invitational mail and the above and agree to participate in the survey. 
Bring me to option 1  

2. I have read the invitational mail and the above and don’t want to participate in the 
survey if full but agree to answer a few background questions. Bring me to option 2.  

3. I don’t want to participate at all. Delete my identifiers immediately.  
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